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Risk Management
Risk Management is part of the wider corporate governance structures of state, public and other organisations. Governance is the system by which organisations direct and control their functions and relate to their stakeholders.  In other words, the way in which a public body manages its business, determines strategy and goes about achieving objectives.  

Risk management and controls are two terms, which are becoming increasingly interchangeable. It is widely acknowledged that a sound system of internal control provides assurance that an organisation will not be hindered in achieving its objectives or in the orderly and legitimate conduct of its business, by circumstances, which may be reasonably foreseen. In effect the risks should be acknowledged and addressed if they are likely to impair the ability to deliver objectives.

Risk management is the term applied to a logical and systematic method of establishing the context, identifying, analysing, evaluating, treating, monitoring and communicating risks associated with any activity, function or process in a way that will enable organisations to minimise losses and maximise opportunities.
· Australia/New Zealand Standard 4360

All risks cannot be avoided

By identifying risks and implementing an action plan to address them, organisations can protect their position and their ability to provide high quality services. Because risk is inherent in most activities, even the most conservative organisation cannot eliminate all risk; they can, however, avoid or reduce the impact of risk on operations. The most appropriate approach is to undertake risk proofing closely linked to the corporate and business objectives of the organisation.

Defining risk

Risk is defined as the threat that an event, action or failure to act will affect an organisation’s ability to achieve its objectives and to successfully execute its strategies. Risk can be thought of as arising in two ways: Direct threats (damaging events) which could lead to failure to achieve objectives and opportunities (constructive events) which if exploited could offer an improved way of achieving objectives but which are surrounded by threats.

The essence of risk is the uncertainty of outcome (whether positive or negative). The risk has to be assessed in respect of the combination of the likelihood or probability of something happening, and the impact or consequence which arises if it does actually happen.

A risk management policy sets out how the organisation will ensure that the culture, processes and structures are directed towards the effective management of potential risks and opportunities. Risk management will be aligned with the mission, vision, strategic objectives and priorities and will be embedded as part of the planning and management systems

State and Public Bodies

State and public bodies have always incorporated risk assessment, implicitly and explicitly, as part of the management systems within the organisation.
The resources available for managing risk are finite and so the aim is to achieve an optimum response to risk, prioritised in accordance with an evaluation of the risks.  

In considering risks and controls, the obvious area highlighted is financial exposure or financial risk.  However, there is also a much broader category of risks relevant to public and state bodies, the most prevalent of which are identified in the following table:

	Category of Risk
	Description

	Legal & Regulatory
	Relating to proper adherence the laws and regulations 



	Policy
	Relating to the appropriateness and quality of policy decisions.

	Operational
	Relating to the procedures employed to achieve particular objectives.

	Information
	Relating to the adequacy of information which is used for decision making 

	Reputational
	Relating to the public reputation of the organisation and consequent effects.

	Personnel
	Relating to the availability and retention of suitable staff.

	Inter-agency
	Relating to the dependence on or action of other external bodies and organisations


The use of risk assessment means a much more holistic approach to organisational activity and not singularly focussed on financial exposure.  

The questions, which a process of risk management throws up focus on areas such as:

· The level of information on risks faced by individual sections, directorates and the whole organisation

· The ownership and responsibility for addressing and managing the significant risks identified

· The culture of the organisation ie grasping opportunities through innovation and creative solutions or risk averse and more prudent approaches. This is sometimes perceived as a move away from a blame culture to one which celebrates success while acknowledging that not all initiatives or opportunities will be successful

· The differences between public and state bodies and private and commercial organisations in relation to responding to risks and opportunities

· The most prevalent categories of risk for public and state bodies
· The communication of risks and advice, support and guidance available
Risk management cycle

There are stages in a cycle of risk management procedures, which also provide a framework for managing ad-hoc risks.

Taking each of the stages in turn:

Risk Identification

This will be achieved by regular monitoring and assessments of risk across all the organisation and the assessment of risks as part of the approval process of operational and business plans, and responses to one-off or new risks as they emerge.

Risk Assessment

This will involve work by those individuals involved in managing identified risk areas to analyse the component elements of the risks being faced, to evaluate the potential impact of the risks being faced and to share those judgements within each office, directorate and across the organisation 

Risk Mitigations

When risks have been identified, analysed and reported, the next stage will be to rank the risks by order of their likelihood and potential impact, and to prepare and agree an appropriate risk action plan. The plan will set out the steps to be taken to mitigate, manage or contain a risk to acceptable levels, and will set out a timetable for action and the names of accountable and responsible Risk Owners charged with carrying out that work.

Risk Monitoring

It will be the role of accountable and responsible person and the individual senior managers/ directors to regularly review progress on the achievement of the action plan. The management team will also receive regular reports on achievements against the plan and on any unresolved risk issues.  

Risk Reporting

The management team will ensure that all staff and other relevant stakeholders are made aware of relevant risks issues and any action that it wishes them to take. This process will also form part of the risk identification process by affording an opportunity for those not directly involved in risk management to make a contribution and in doing so to complete the cycle of risk management.

Risk Register

The Risk Register records details of all the risks identified across the organisation. The risks are graded in terms of likelihood of occurring and seriousness of impact on the objectives at a corporate and office level.

The register ordinarily includes:

· a unique identifier for each risk;

· a description of each risk

· an assessment of the likelihood it will occur and the possible seriousness/impact if it does occur (low, medium, high);

· who is accountable and responsible for managing that risk;

· an outline of proposed mitigation actions; and 

· a timescale for implementation of these mitigations.

This register should be maintained and refreshed as it will change regularly as existing risks are re-graded in the light of the effectiveness of the mitigation strategy, and new risks are identified. 

Addressing Risks

In assessing risks or threats, there is a judgement required about the risk appetite and the level of acceptable tolerance or exposure. In cost benefit terms it is about comparing the cost of mitigation with the potential cost of exposure to negative events or where an opportunity presents itself, it is the about analysing the potential benefits of certain courses of action.

Some risk is unavoidable and may not be within the capability of the Board or management to manage to an acceptable or tolerable level. The category of inter-agency risks reflects the cross-cutting nature of many of the objectives of the Board where managing the relationships with external stakeholder organisations is the key mitigation.  

The purpose of addressing risks is to turn uncertainty to the organisation’s benefit by constraining threats and taking advantage of opportunities. Any action that is taken by the organisation to address a risk forms part of what is known as “internal control”. There are four key aspects of addressing risk.

Treat

By far the greater number of risks will be addressed in this way. The purpose of treatment is to allow the organisation continue with the activity that gives rise to the risk, but also to ensure mitigations, action or controls are put in place to constrain the risk to an acceptable level.

Tolerate

The exposure may be tolerable without any further action being taken. Even if it is not tolerable, ability to do anything about some risks may be limited, or the cost of taking action may be disproportionate to the potential benefit gained. In these cases the response may be to tolerate the existing level of risk. 

Transfer

For some risks the best response may be to transfer them. This might be done by conventional insurance. Paying another third party to take the risk might also do it. It is important to note that some risks are not (fully) transferable – in particular it is generally not possible to transfer reputation risk even if the delivery of a service is outsourced. 

Terminate

Some risks will only be treatable, or containable to acceptable levels, by terminating the activity. It should be noted that the option of termination of activities is limited in state agencies and government bodies generally when compared to the private sector due to the legislative mandate.

Conclusion
State and public bodies have, for many years, incorporated risk management, albeit informally, in their management and decision making processes. What is now required is that risk is explicitly stated and a consensus on addressing risks is formulated. A risk management policy will clarify accountability and responsibility for risk management and thereby further support the adoption of good and best practice governance arrangements within the organisation
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